SD-Wi-Fi-UART-BT-FP91-IW416
Firmware Release Notes for FreeRTOS
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Revision History

Revision Date Change details
Rev.1 05-Jan-2021 Initial release
Rev.2 19-Mar-2021 e  Section 1 and Section 2 Updated
Rev.3 27-Aug-2021 e  Section 1 Updated
e  Section 5 Updated
Rev.4 05-Jan-2022 e  Section 1 and Section 2 Updated

Section 5 and Section 7 Updated
Section 8 Updated




1 Package Information

e SDKversion: 2.11.0
e  Wi-Fi and Bluetooth/Bluetooth LE Firmware version: 16.91.21.p11.3

Please refer to the Software feature list in the document SD-Wi-Fi-UART-BT-IW416-Wi-Fi-and-Bluetooth-Software-
Features-for-FreeRTOS.



2 Firmware Version Information

e  Wireless SoC : IW416
e  Wi-Fi and Bluetooth/Bluetooth LE Firmware version : 16.91.21.p11.3

— 16 - Major revision
— 91 -Feature pack

— 21 -Release version
— pll1.3 - Patch number



3 Host Platform

o Alli.MX RT Platform running FreeRTOS
e Interface used

o  Wi-Fiover SDIO (SDIO 2.0 support, SDIO clock frequency: 50 MHz)
o Bluetooth/Bluetooth LE over UART

Test Tools
e iperf (version 2.0.5)



4  \Wi-Fi Pre-Certification and Bluetooth Qualification

The Wi-Fi pre-certification obtained with the following combinations.

4.1 Wi-Fi Pre-Certification
e STA|802.11n
e STA|PMF

4.2 Bluetooth Controller Qualification
e QDID : https://launchstudio.bluetooth.com/ListingDetails/108035



https://launchstudio.bluetooth.com/ListingDetails/108035

5 Wi-Fi Throughput
5.1 Throughput Test Setup

e Environment: Shield Room - Over the Air

e Access Point: linksys WRT1100AC and TP-Link Archer 6000

e DUT: IW416 Azurewave (Module : AW-AM457MA-uSD) with RT1060 platform
e Client: OnePlus 6T

e Channel:6 | 36

Refer to Section-3.1.1 in UM11442-NXP Wi-Fi and Bluetooth Demo Applications User Guide for i.MX RT Platforms
to read more about the throughput test setup and topology.

5.2 STA Throughput
External AP: Netgear RAX120

STA Mode Throughput - BGN Mode | 2.4 GHz Band | 20 MHz

Protocol TCP (Mbit/s) UDP (Mbit/s)
Direction Tx Rx Tx Rx
Open Security 30 31 40 55
WPA2-AES 25 32 44 50
WPA3-SAE 32 37 43 55

STA Mode Throughput - AN Mode | 5 GHz Band | 20 MHz

Protocol TCP (Mbit/s) UDP (Mbit/s)
Direction Tx Rx Tx Rx
Open Security 33 35 50 59
WPA2-AES 33 35 45 53
WPA3-SAE 33 38 44 55

STA Mode Throughput - AN Mode | 5 GHz Band | 40 MHz

Protocol TCP (Mbit/s) UDP (Mbit/s)
Direction Tx Rx Tx Rx
Open Security 45 50 85 110
WPA2-AES 45 47 94 107
WPA3-SAE 34 48 94 104




5.3 Mobile AP Throughput

External client: Apple Macbook Air

Mobile AP Mode Throughput - BGN Mode | 2.4 GHz Band | 20MHz

Protocol TCP (Mbit/s) UDP (Mbit/s)
Direction Tx Rx Tx Rx
Open Security 22 29 42 60
WPA2-AES 30 41 44 59
WPA3-SAE 25 41 44 60
Mobile AP Mode Throughput - AN Mode | 5 GHz Band | 20 MHz
Protocol TCP (Mbit/s) UDP (Mbit/s)
Direction Tx Rx Tx Rx
Open Security 26 35 43 64
WPA2-AES 35 46 45 64
WPA3-SAE 28 46 45 63
Mobile AP Mode Throughput - AN Mode | 5 GHz Band | 40 MHz
Protocol TCP (Mbit/s) UDP (Mbit/s)
Direction Tx Rx Tx Rx
Open Security 25 43 80 99
WPA2-AES 30 59 83 98
WPA3-SAE 31 59 81 99




6 EU Conformance Tests

e EU Adaptivity test - EN 300 328 v2.1.1 (for 2.4 GHz)
e EU Adaptivity test - EN 301 893 v2.1.1 (for 5 GHz)



7 Bug Fixes/Feature Enhancements

Component Description

e STAUT's PMF configuration is getting reset when connection is initiated

e Low RSSI values observed in uAP BGN-20 in all securities, in shielded/noisy environment,
connectivity issue observed

e Added support for WPA3 R3 security

Wi-Fi




8 Known Issues

Component

Description




NXP Semiconductors SD-Wi-Fi-UART-BT-FP91-IW416 Firmware Release Notes for FreeRTOS

9 Notes

e None
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10 Legal Information

10.1 Disclaimers

Limited warranty and liability — Information in this document is
believed to be accurate and reliable. However, NXP Semiconductors
does not give any representations or warranties, expressed or
implied, as to the accuracy or completeness of such information and
shall have no liability for the consequences of use of such
information. NXP Semiconductors takes no responsibility for the
content in this document if provided by an information source outside
of NXP Semiconductors. In no event shall NXP Semiconductors be
liable for any indirect, incidental, punitive, special or consequential
damages (including - without limitation - lost profits, lost savings,
business interruption, costs related to the removal or replacement of
any products or rework charges) whether or not such damages are
based on tort (including negligence), warranty, breach of contract or
any other legal theory. Notwithstanding any damages that customer
might incur for any reason whatsoever, NXP Semiconductors’
aggregate and cumulative liability towards customer for the products
described herein shall be limited in accordance with the Terms and
conditions of commercial sale of NXP Semiconductors.

Right to make changes — NXP Semiconductors reserves the right
to make changes to information published in this document, including
without limitation specifications and product descriptions, at any time
and without notice. This document supersedes and replaces all
information supplied prior to the publication hereof.

Suitability for use — NXP Semiconductors products are not
designed, authorized or warranted to be suitable for use in life
support, life-critical or safety-critical systems or equipment, nor in
applications where failure or malfunction of an NXP Semiconductors
product can reasonably be expected to result in personal injury, death
or severe property or environmental damage. NXP Semiconductors
and its suppliers accept no liability for inclusion and/or use of NXP
Semiconductors products in such equipment or applications and
therefore such inclusion and/or use is at the customer’s own risk.

Applications — Applications that are described herein for any of
these products are for illustrative purposes only. NXP
Semiconductors makes no representation or warranty that such
applications will be suitable for the specified use without further
testing or modification. Customers are responsible for the design and
operation of their applications and products using NXP
Semiconductors products, and NXP Semiconductors accepts no
liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the
NXP Semiconductors product is suitable and fit for the customer’s
applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers
should provide appropriate design and operating safeguards to
minimize the risks associated with their applications and products.
NXP Semiconductors does not accept any liability related to any
default, damage, costs or problem which is based on any weakness
or default in the customer’s applications or products, or the
application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s
applications and products using NXP Semiconductors products in
order to avoid a default of the applications and the products or of the
application or use by customer’s third party customer(s). NXP does
not accept any liability in this respect.

Export control — This document as well as the item(s) described
herein may be subject to export control regulations. Export might
require a prior authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and
“with all faults” basis for evaluation purposes only. NXP
Semiconductors, its affiliates and their suppliers expressly disclaim all
warranties, whether express, implied or statutory, including but not
limited to the implied warranties of non-infringement, merchantability
and fitness for a particular purpose. The entire risk as to the quality,
or arising out of the use or performance, of this product remains with
customer. In no event shall NXP Semiconductors, its affiliates or their
suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without
limitation damages for loss of business, business interruption, loss of
use, loss of data or information, and the like) arising out the use of or
inability to use the product, whether or not based on tort (including
negligence), strict liability, breach of contract, breach of warranty or
any other theory, even if advised of the possibility of such damages.

Notwithstanding any damages that customer might incur for any
reason whatsoever (including without limitation, all damages
referenced above and all direct or general damages), the entire
liability of NXP Semiconductors, its affiliates and their suppliers and
customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance
up to the greater of the amount actually paid by customer for the
product or five dollars (US$5.00). The foregoing limitations,
exclusions and disclaimers shall apply to the maximum extent
permitted by applicable law, even if any remedy fails of its essential
purpose.

Translations — A non-English (translated) version of a document is
for reference only. The English version shall prevail in case of any
discrepancy between the translated and English versions.

10.2 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.



